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"la, DEnNlTtONS.-ID this ch."ter-

-the terms d.fineQ U1 MC'QOO 2510 have. respec:uvely. the me.lUnp stated in
that .ecuon.

• ·c~ll·idenufyinc in!ormatioo'-
", AI means all djl!jnl or sirc,!ljnl iciormation that identifies the onl\n.

dincuon. dHunaaoD. or teI'm1Daaon o( eaen commUNeaaon itnerateG or
received by the sW»c:nber eqw"meat. facility. or sef'Y1~ of a telecommuN'
caucns camer that IS th. subJect of a coun order or lawful authonuuon:
but

"I B) doe. DOt iDducl. &Dy iAfonuQoo that may dilclose the physical l~a·
tiOD of the lUCienbel' t lSC111»t to cbe eDaDt that the lccauon may be Geter·
mined from the We1»bou aWl:Lbert.

·'ColNftJSl1on' mea.aa the Fecl.ra.t CommUAicationa Coau:rUslion.
- 'pvemmenr m.aaa the ~nLIIlelltoC the UmaG Stat.es and any Ilency or

inlU'Wllentallty thenoe. the Oiftnct oC ColWD.Dia. aDJ commonwea!dl. temt.orv.
or ~.lonof the Ucited St&&ee. &DCluJ Stac.e or politicaL subcUV'lsion thereOf
au.thonzecl by law toD collCiueteleca"ODic SUlWilJUCll.

- 'inform&uon M""'c.'-
'" A) me.DoI the ote,riac oC • ca,ui1iJt~c:.le.....ti~. acqwnn,. stannl.

tr&ft8(0rm.1D1. PI"C c: '.LDC. "n:ne"u~l.U • or makinc avl1lable informa·
tl0n V\a teMcommu.aicaQOU; &Acl

", B) includes eltlCCl'Oaic publi.hi~. lUId el4ICQ'Da.ic m....pnc se"'Cft~ but
"Ie) dOlI DOC uxlwie lAy ca~C1 (or. teiermnmwuC&UOftl carner's ,no

tem&l &:n&Dq'8IDeDt. collCr'Dl. or opentioa of ita telecommucucauona net
werL

.. 'tellIcommUDicatio_ 1U"art Mn'iee.' lDMD.I • pl"Dcl1act. softwvl. or service
UIICi by a tel UDicaCioDa c:a.rriH' far the UlI8nW sipaling or lW\wung
fwIcUoftll of ita m·Wlicatiou ...won..

",••eommu.aiacioDII~-
..,A) IIlIUI • "'Il or eui" ellllPlwci ill the tn""",iuiort or switching

of win or e1ectn1lic CO'"mvDica1:iou u a~_ carner (or hire •~dun
the m.u.iDc oC seccioa 3Ch) of tba COIIIIIlu.aic:aCiaDI Act of 1934 c41 U.S.C.
153Chm: .

'" 8) irlClucl.
tim • perIOD or ellCity e.... ill pnmdiDI commm:ial mobile servu:e

I.. debed ill .aioD 332ld) oC t.ba CommUllicaaollS Act oC 1934 ,"7
U.S.C. 332Cd»): or

"(\1) • penoD .. etat:ii'J e...... ill pn:rricli.Dc wire or .leeu'Oftic com·
m1llli."~ or awDl"'iMiora ...nee toD the 'steal that the
Ccn:n..... bda _t. I\Idl w is a Ill (or • subawwa1
porIioa of~ ... " ..,boDe ica uci that it. it ill t.he pub-
lic iIl_ toO __ IUCb a ,... or .Dt:itJ toD be a t.a1ecoIDmww:auons

. caI'IW' , ..a,•• ttl thia cba..-.: but .
,"(C) iM,......u or elltitiea iDaafar u they aN enppd In

PftWicbc iIIltnwioD ..nc-. .
, __ AlateD.. _pUUltr .............

'"(a. CAPMILI'IT""""""'" Fe p& U ,rwWied ill~ (b). (t). aM
(el) of dU ...a-. &lid toO .... .me). a .......UJW:aDODl. camer sha.U
e-. that. ita or fMiIi"- tbat. , ..... a ea__ or subta'iber W\cD the
aDiIity toO .,.,ju II JIIi-ti_...,.we 01-

-(I) tlql'~ ; &lid u.-.ac ~ inM"~ lA.the
...... ot .., 11 o..DiNa-. all UIIIl Il. aou: c'00_--
carried by tM cun- wit.IIia a to 01' *- • .-...f~. or
..me.. of a ......... 01 ... ....-r with tb8ir ftl r I 7- co
01" from t.ba .-.IiIatbll"l -w-. tMiBtJ. 01" , or at. ... laW mDe ..

!DI!72r«::rAu::::a:::::Wi'll to __ caIl·icleDu.
f1tDI iDfOrIDatIID &bat. ill ...rc·hl, awn to ..~ .. .

'"fA) ......, 01' jm=i:ediltely 1M trI_rm- of a 01'
eIacI:raDi& "lIia*", (or at. ..ala_ am. u _, be ••, IA t.he
~');1.DIi .
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"r BI 1,1'1 a manner that a..11ows It to 0. asaoc13t.a wnh :he eommu:uc:auc
to whlcn It peJ'Ulns.

except that. wttn :"Icant ,to Infonnauon acqwred solely pursuant to the lU:r.o
Ity tor pen, r'tflsters anC1 t:oal) and trace aeY\ces 'as aelined In !ecuon J 12~

such call'lcslnufyu'1C Informatlon shall not lnciuae any Iniormauon that m'
disclose the physlca! iocauon or" the lubscnbef I except to the extent that t... ;
cauon may be aetemuneci from tht tetlpnone number': ..

'"t31 a.llytnne Intel"Ctpte<i eommUnIC~t1cns and eaH·idenufyinr InformatiOn
th~ royemment In a format such that tnty may be transmmtci by means or' i
c111t1el or semees prtlCure<i by the government to a locauon ocner than tl
pr.mlses of the camer: ana

"f 41 facilitaun, authonzeC commuzucauons Intertt;)tlons and UCIS. to ca
ldentliyinl In(ormauon unObtro.1S1veiy and With a mlrumum of interference WI
any sUbscnbers tatecommuruc:auons servtee and In a manner that proteCts-

", A/thl pnvac:y ana secu.nty of commuzucauol:\S ana call'Ldlnuf\,\nt 1
formauon not authonze<i to be tntercepteei; ana .

'" Bl Informauon~ the IO'Vlrnment's lntarctpUon of commUNe
tiona and access to cai1.iaenufyiD,lniomsauon.

"lbl I.IMITAnONS.- '
"f 11 DESIGN or FV.Tt."1U:S .~""o SYSTEMS CONFtCiCR.A.nOss.-This chapter de

not luthonze any ~aw enforcement a..ncr or offieer-
··tAl to reqw.n ally speatic cinilD o( r.atuns or system confscurauons

be ado~teei by provadln of wire or e~ectroNc communicatIon servtee. mar
facturwn of tllecommumcacions eqwpmlnt. or proYldlrs of telecommu
cauons support semclS: or

Me Bl to, proiubit the aaopcion o( any ftatun or MI"YlCe by premders of w
or elecuoruc commwucauon semce. manwaClunrs of telecommunocaw
tqwpmeftt. or provlciers of telecoaunusucauons SUPPO" IIMeft.

"'2) IsFORMATION SEIlVlCES: PRIVATE ~ETWORKS ........0 ll'o"Tt'RCONNECTtON S£l
ICES .~""D FAClunt:S.-ThI rwqwnmeatl of SUbHcuOl1lal do not apply to-

..,At informaCIOn Hf'Y'lCft: or

..,B) ..""c.. or faciliu.. \hat support the transpO" or Swta:biftr of et
mUDicauoftl (or pnvale netWOrb or for the sole purpose of inlM"COanea
*-lIUIltml.C&Uons c:amen.

'"(3' £.~caYPnON.-.\ teleeammWlicatioM camer shall not be ,...,.nslble
dta'YPUJ\I. or eftRft!Sl the IOftmJDent's abilitY to decrypt. aDy cOllUllumeal
IftCI"Y1)ted by a sublCftber 01' euat.Dm.... uAlaM the encrypuoD was Pl"IMded
the eamer au the camel'~ the informauon nfClIIUY to decrrPt
commwucaUoIl.

"leI E~IIlOENCY 0& ExlcCt"T CIRCL'MSTAl"CES.-tn emerpncy or e~nt
eumltanC.. I inc1uciinR thOle deKribeci in HCtU:lM 2S 18 I i \ or I 11" b I and 3125 of
ntll aDd HCliOIl 180&1' of title 50). a carrier at Its dixnUOD may fulfW its ""1
slbilitia u.r SUbMcUoll {u3) by allowtnc momtonnc a, tts preauses If that 11
only meua ofUIDIft~the mternpQon or access,

-, d) M08ILI S.aV1cl ASII.s1'NiCI RlQU1UMD'1'S.-A teleco11UDUDicaUafti Cal
oft'eriAc a (_&Un or Mrviee Ulal &110.. IUbtcnben to reciirIcL huG oft'. or II
their win or .&ecaaaic co..u.a.icacioM co aDOCbef Mrriet un Of aAOUulr lit
p~ or co u&iIiu faciliti. m aaodler ..mce ana or of aaocber sem. Pf8'
1b&U .... that. wbea the carrier that bad bee. proviclinllllilWace for tM &I
cepQoD of wn 01' elemoa.ic commwUcatiou or acau to call·ideDufrinI WDrmI
~c Ie a coun order or lawful autharisacion no ~onc.r,h,:, accelllO"'''
of ... f8P_.caDODi or caU.idenUfyinc in£ormauon Wlthil1 ~he M.... an
... iJdIftItaaoll ft.. _11 0CC\U'ftftI U a nsull of the suillcriMrI ue of IU
r.CI.Ift 01' M"lee. UIlo....uon is crwie aval!ab1e to the coven=ea, tbeftn. 4.
or jm'ediateiy after the U'anafer of such commUIllCaUOnll ideaal7'iftl the ,no
of win or .lecuamc commwucaUOIl ..met thal has ac:qwrecl acceu co the cal
nicaQoaa.

...... N.... 01 capaaity nqtlin"'l11
"/a, NonclI or MAxIMUM AND ACTUA&..CAPACm RlQl..1R.!MD"TS.-

., 11 IN CENDAL.-Not lacar chaD 1 yev aftar the daIIt of ..... IlbI'~ Ol
c...... aa.. coan1QDI WlUl State local 1•• 1...11••• I" ••••
co_umcauu camen. pnmdan of te v.mcaUOllS ""'WI=-
lUIlufaccunn o( taleca8uDwucaaoM eqU~n, and~ .... ..
the Attamey G..ral stWl publish in the~~~ UlIl ". 1
PNPNY te1ecommwucatlons carrier aaocsauona. staDclarti ...
ciou. aDd for a- '



"f A) noece of the m'rjmum capacity reqw.reci to accommociate aJ.l of the
commumcaaOQ intarcepCiou. pea. r'flCIIteft. a.Dd trap anci trace cieYlc., that
the Attorney G.a.enJ esama~ that ~Qt apa.ces authorueci to
eonciuct. electronic SW'YIl11a.Dcw may conOuct &ACl UN ,unwuneou.sly: and

..,B) notice of the Dumber o( coma\&D.icaaoD. iDterelpaons. pen NIl-ten.
and trap and tn. chm... Z"e1'rwMaa.DC a portIOa 0( the IDUUftUJll capacty
HI (OM under subparqraph tAl. thae the Att.oraey General lIumac.n that
government apaci. ,uc.Dorued to coaduet eiectromc surveillance may con.
duct. aDd UN simuital:leaU.a!y aAer the ciatl that is 4 ye.n atl.er the date
of enactment o{ this chapter.

•,21 BASIS OF NonCES.-The Doticee luulCi under parqnph , 11 may be baNd
upon the type of eqWl'lIleDt. type o( MI"Ylce. Dumber o( subscnbers. reocnpiuc
leeaaon. or other meuun.

"1 b. COMPLlA.'IlCE WITH CAPACfn NcmcES.-
"Ill ISInAL. CAPAclTY.-WitbiA 3 Ylan aAtr the publicauon by the Attorney

General of a no_ of ca,ec:it)' l"IIqWI"eIIlIDt.I or WlUWl 4 yean aft.er the date
of enactment of thi.I cha1lw. wtaichewr iJ loDpr. a &eWcoClUnuNCaUOrtl camer
sh&1l .nsure that 1tl .,.... an c&1Iule of-

../A) e~nciinc to eM mezimum capacit)' Nt (OM in the nouce under
subMcaon t.1t 1)(Ar. &Del .

"I Bl aeemnmodaCiIIC simultalleaual, the Dumber O( inte~.ptionl. pen "I
isu.n. and U'a1l uacl t1'ICe dnlc. Me (orth in c.he noace unci.r subHcuon
!U l)(B), _

"(2) £X7ANSJOH TO MAXDIUM CItIACrrY.-AltAr the dati. delC1"ibeci in pan
craph I 1>•• telecammUDicaaou cam. sb&ll ..... that 1t can accommociat.e
,,,,,uCN.l1y aay in..... lA t.he DWDDe of COIlIUIlWI.icaaoa. inteftepaoft.l. pen
~••ael tra, &ad t:r'a.- cirri.. W& aumem.cl ",DCIeS may ..... 10 con
4\let aAli UM. up 10 the lIl·rj.WIl cataaCit)' rwqW.nmellt let (onn in Uw n~
u-.. NbMctioD t.lt 1)(1.).

"te) Ncmca or (NC1IUaD MAXDIUM CAPACrrY Il&c:MDMENTS.-
"t 1) 1'be Att.orDey GeaulIl sDall periodiC"Uy plfticle to telecolDlftunacaUoftl

CUI'ien Wftun aoac. 01 uy a. rry~ ill the m'mmum ca1'&Cl'Y roe-
q......., .. forth Us tbe uacier nbl mOIl f.X l)(A).

"(I) Wit.bill 3 yean I'IIIIIIi'ftDI DOCiae of iDCftaM'i capacitT roe-
qainmeaa w:uier ,.,....,. (U. or witbia 1.... time I*locl u the Attar-
_ GeM,. ma, .,.uy. a tlhlw."DiaCio_ curi.er sb&l1eDRR that lU .,..
~ an ",able Of..-ac tG tbe iDlll"lA" m'Z!JftWll capaacy let (0"", 1n
the noUce•

.., ....s,.... ....nt7.. lid";'.,.
"A , ••: a.mullica" carrier aMIl .uun tbat uy court orclenG or lawfully au-

tboriled iA~1l or ·'1.... or __ t4 Ca1l-idftafJiAi i.aIIImaUOft eC-
f__ W'idlia ita ,..... CaD blIlC'IiW_ omy WllA the aiBrmauv. lncar-
YeDUD of u mdi-ridul ....,. oC tM eam.r.
',... C.p 01 ' .........,.....•• aDd pl'OYiclen of t....

01 11'1 • Int•••

"(a) eoe.n.TA1lON.-A trill. m canier sbaIl...wt. u ftl~I""", ill
a a.alJ ft.i. ""* 01 ita cll_ Cioaa tn , .OD aDd..........~a ita ".,-.,n of 'Ihn""o- IU~ • .,.. lor
tbe ...,.. tdaIItiIJ'iIII :;..... 01' ........ i.DaltacIiIac~ _laft·
..... dIM ........~1i_ 10 •• ..-u~ wRIl tbiI c.na,w.

-u. ~TICN or~ AHD ~-&ati;.& to~ 2e'1(C)••
me 16,... ", 'air z_i._ n ••td. or·1WitdWIc ~'Df ....
p.li_ 01 'a1'11 ..,...c IIbUL OD a NIiI~ ,tiJMly..
... &\ a ,.. ,hh c:haIIIt _,He '- t.bI t I .\1D1C1a•• caII'IIn
UIiIIII" IIUIdlma en a. I cry ....
c -1Ib'.mIl tbia cb· .
,-. T ·feeI ......

'"f.)......-
11(1) COIfIUL'fA1'DI.-To lal ...... , t ••' 1.• 11•••

*-11"'11' , ".::v=s a ..an. aL ia uu witIl .... s law ••. ' ._.

==:=.'=:.-=:a~~'=~=='=oI..t_='1J,IIicat:i•• MI'fi_ aIIIIl 'Mliti.
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-121 COMPt.1A.~Ct t;~OER ACCEPTtO Si....~OAADS.-A teiecomml.lrucauons car
shall be foune to be In com~iiance W\th the .wSlltance Ca1)aDll.llV rtqwreml
unci.r s.cuon 2602. ane a manuiactW'lr of teutCom.mUlUcauonl trl.nsmiSSIo
sW\uhmi eoqwpment ora provtGef of teiKOmJJ1uruc:auons 5U1)pon IIMees !
be founei to be 1n compliance W\th MCuon ;l60S. If the camef. m'anuiact\lttl
sup,on seMce pnmcief lS In comphanc. 'NUA puolicly IyaUabl. teeftnlC~
qw.rem.nu Of staneiards aciopted by an 1ndustry aslOttauon Of st&DClarci·f.~
orpJUUuon or by the Commlss1on under subsection Ibl to mHt the req1
ments of secuon 2602.

-131 A.BSE.SCE OF' S'i....."oA.RDs.-The absence of techrocal requirement:
nanciarcis for 1mplemenung the US1stance capab1lity rtqwrements of HC
2602 shall not-

..,AI preclude a camero manufacturer. or Hr..,ces proY\der {rom aepio
a tee:hnolocy or Hr"ItCe: or

", BI relieye a camero manufacturer. or ,er"ltce proY\der of the obh,a,
im1'OMG by Heuon 2602 or 2605. as applicable.

"(b, FCC Al.'THORm.-
-tl1 Is CiE:ottL\L..-IC inciusuy ISIOCiations or stanciard.HttinC orranlza~

fail to lslUt *hnica! reqw.remenu or staACiarcia or 1i a 1000mmeru ailne
any other penon believes that such reqwrtments or stancSuds art oeticlen~
a,eney or penon may peuuon the COlnZlJJI'lOl1 to establish. by· nouce ana
ment rutemakine or such other proceeclinp as che ComlNSslon may be &\,l
ized to conduct. tee:hDical requirements or stanciards chat-

"t AI meet the a..&Stance capability reqwrements of HCUon 2602:
.., BI proc.ct the pnvacy anci MC\lnty of commurucauons not autilonz

be intercepted: and
"I Cl ..,..,. the policy or thl l:nited States to enc:ounp the pnMSlI

new teehnoiofln aftCi serYlCel to the public.
"(2) TltNtsmoN 'CasOD.-If an lnAUSU'1 teehnical requiremnt or tcancU

5et ... or lu"lanteei u a rnu1t of COmmlt.oD ac:uon und.. this HC'UOI
ComlD&lli.o~ after conawc.a.coll W'lUl the Anomey General. shall nuDUah l
SODable lime uei coDclitioftS for compbana WlUl and the U"IMltIOtl to an,
5tandanl. in.c1uciiq deftmnc the ob!ilatioftl of teiecommumcations ca
UDder MCQOn 2602 elunnc any transition l*\ocl.

'"fct EXTENSION 0 .. COMP1.1A..--.a DATE FOR FIA'nJUS .,-"D SEKV1a:s.-
'"' 11 PtTmON.-A te1ecolDmwW:aUOftl camer propallftl to depioJ. or h

el"'" a fealUn or _",at witlWl .. yean aftai' the dale 0( euamenc c
ehaptar may petition the CommilllOD for 1 or more txteftllOU of the ci.
for coll!1'lyin, wtUl the UI1StaftCI ca~abi1ity reqwnmlna unclei' HeUon

'"'21 GROIDiD FOIl nTENSION.-The COlftllUU10n may. afterI~ a fI
pommny for heumC anci after consWtauon W1U1 the Attorne, <ifteral.
aA enmsion uncler this paracnph. if chi COlDZlUlilon cllttl'1lUMl th.lt c'
anee with the alllltlnee capability l"IqUirtmenu un.der stCUOft 2602 ~s nc
soDUly achievable throuIh applicauon of teeMO.OCY lyaUable ..,th1n tht
liaDaoci.

p "'3) ~QTH OF EXTENSION.-An txteDtion uncier this parqra,h shall !

for no 10.., tlwl the lartier or-
..,A) the da. eie.muneci by the Commislion as n.....,., for the '

to comply "Nub the asslSlaDce capability reqwnm.nu under HCtlOIl
or '
. '"fll the date that is 2 yean after the elate on which the tXUIt
...tANi. . ..

·14. APPUCAB1UTY OF EXTt:otS10N.-An exunsion under this .ubtectiol
ap", to on.ly that pan of the came'-s bus1nesl on which the new f.al
s..-isusecl

... 1ID7. w.ee..a& ord...
"ta. ENIORCEMU-.,. BY Caeitt' ISSUING SURVE1JJ...\NCt ORDIIL-It a,ceuft a\

inc an iftl8l'ft1'CiDD uDeler chapter 119. a Stay scaWIa. or~ F...... In..
SUrwiUa.. Act or 19;8 150 C.S.C. 1801_t Mq•• or .uWftlilll-4~~~
or a U'IIf a. tract clwice under chapter 206 or a Stay ~.... 11_~
COIIIIIlwUa.aoftl carner haa failecl co coIII,ly wiUl the~." . . .C
the court may clinct that the carrier compl, fofthWlth a. may~ -

. vi.r or support MrYlClS to the cam.. or the muufa~.o(dta camet'l
mini. or swiccbiftl equipmeru funUsh forthWIth mocWlca.....e•••."
carner to COII'l1'l,. '

"'b) ENJI'OICEMDrr CPON APPLICATION BY A1"I'01U'tTf GIlCIML-Tbe ;
a.aeral may app., co the appropriate l1nitecl StaCM ciisU"ict coun for. aDd tl
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"'~l A.LUXAnoN 0,. Ft..'SDS FOR, P...YMENT,-The Attorney General shall aUocue
tunas app~pnattei to cam out ~:\lS c:haplal' In acconiance W\tn law eniorcement
pnonu.. dtlamunea by the ."ttorney G.ntral. ,

"Id) F.aJLL1lt To MAJ<E P,"Y'ME~'" W(TH RESPECT To EQt:lPME~"'. FtAn:1\Es..'-"0
SERVICES DEPLOYED BEFORE DAn OF E~AC'nIE~'T.-

"'1) CONSIDERED TO BE IN COMPLL....~CE.-t:n1111 the Attomty General has
IcnH to pay the teiecommur..u:auons c:arner for all rtuonabl. eosu chrectlv
lIlOClated with mociific:aaons necessary to bnng the eqwplnent. {eacure, o'r
semet lntel:le:tual compliance W1th thOM reqUirements. proY\cea the eamer i'laJ
requested payment In accordanee wtth proc:eaures promwgated pursuant to !UO
sectlon tel. any eqwpment. featun. or semc. ot" a teiecommunlcauons camer
depioyed before the date of enactment of this chapter shall be c:onlldered to be
In compliance Mth tht USlStanee capaedity ~wrementsof section :2602 -.anie"
the eqwpment. feature. or serY\c. lS replaced or slJ1UticanUY up;raa.c or otner·
WIN unatflO" major moc:lificauon.

-r21 L.lMITAnON ON ORDER.-M ord.r under section 2607 shall not require :I
ttlecommumca~~nI cam.r to mod.i!Y. for the purpose oi complytn, wuh the '.&s,
nltaftCI caoabwcy reqwNm.nts o( IlCuoa 2602. aay eqwpmeat. rtatun,' 01
seMce atployed before the data of el1&Ctment of this ~haptlr UN'U the Attor
ney Genera! has alf"Cl to pay the telecommuJUcauons camer for all reasonaDil
costs direcuy a.,oaa* W\tn moclir1C&cions Clteeuary to bnnc the eqwpment
feature. or .IMee Into actUal colftJ)Liance wnh tho.. reqwnmtnts.

"fe' PROCEDL,1U:S A..'iD bCitiLAnONs.~"oCW1th.tu.ndinl any other law. the Attar
ney General shall. aRar nouce anci comment. establish any protlclures aad recuta
tlons dll"'ecl Dteellary to Ift'~uatl timely aDei COSl-fltlcient flaym.nt to teie
commumcauons carners for compensable eOICi lftCU1ftCi under this enaplat. uncie
cha~wrs 119 ana 121. ana uncler the ForetI'D InlaUillnce SurveIllance Act of 19';'1
'50 t:.S.C. 1801et seq.l.

"10 DtSPtI-rE RUOLL,."ON.-tr than is a ciisJ)ula between the Attamey Genen
aDei a loIiecommwucauoftl cam'l'~ the amount of reuonabia COIU to b
puc unelll' subHcuoft I a t. the ciitputi shall De rtIOlvecl and the aJftOUDt aetenmne
1ft a proc...uq uuuauei at the COlD1J'!lgion or by the court fram which an. ,mom
mat oreier is IOUIftt UAdel' Maion 2801.-.

lb. TECHNICAL AXDrDMDlT.-T'he plft aA&lysis for l'at't I o( utle 18. t-nitl
Stun Code. is UIIn.cied by inMftml after t.ba ltem reiaun, to chapter 119 the (a
iowinr new item:
-t..T .....-. 0..."_. , , , ~

sac. 2. AU"I'IIOIllZATlON or APPROPRIATIONS.
Then an aumonuci to be apprapriaC8Ci to cU'l'1 out SIct10n 2608 of title 19. t" nJ

eel Stau. Code. a. added by SlCCon 1-
( 1) a total of ISOO.OOO.OOO for tisc:a1 yean 1996. 1996. and 1997; ana
12) IlIC1l S\IIftS aa an ftlCftsary for tach fiscal year thereafter.

such .umI co relDl.lA avulabie unal e.ndecl.
ac. a. u,acu... DATI:.

fa, IN GDIUAL.-Esn,l u praviaed in puqraph 12\. chapter 120 of Util I
Unitecl StaMe C•• as aciCleci by MCllon 1..iW1 taU effect on the elate of.ft&CUftt
ortNa Act.

Ib) ~N«:E CAPABILlTY AND SYSTDIS SECUUt"Y ....~D tN'ftGIUTY 11"'1
Mans........ 2802 anti 2604 of title 18. l1Diuei Stacn Code. &I .... by~
1. JbaU taU effect Oft the data that is 4 yean after' the dala o( ••cuneat of t
Ac&.
11I:. ......,..

la) ~I'IIYTMEA'M'ORNEY GL-tEJL\L.-
(it IN GINIML~ft or befoN S..... 30. 1JI6. anti on or Sow

.. 30 of ,.." for 5 yean t.buat\eI'. tbI AUOI'MJ a IM&l ..
to Co maU available co tM public a ,.,..n ontM.--,.. d
ini the ,"lIdi., fiscal leU' 111 pa~D.t to teleaommUDl~.cametI un
secUoa a. 0( title 18. t.: nitH Staw Coell. as ...... by IICQOIl 1.

12) CQNT!NTS.-A,.,.ft uDder ' 'h« 1) sftlUinclue'M- '_.__
fA) a d...ued accouaanc Of 1M U pucl to'" c ..-

tMhnolau. equipment_ (e.ture or ..m~ (or which the p

al~1n p~ons of the amouia to be "ai&t in U. CUI'NM ti
y ~ th., camln' to which p.,.... is to be .... a. me tI
n eqwpmeat. fuaa.rn or _men tor wftich p.,.... &I a,.,..
be lI1&Cia. -
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lbl REPORTS BY no: COMPT1U)LL£Jl G£N'EIlAL.-
r1) PAYMENTS FOR MODlnCATtONS.--on or belon April 1. 1996. alVl A4Inl 1.

1918. the CQmptrOUer General o( th. (;niM Stalft. aftar conawc.auon ... the
Attorney Goea.en! and the teieeoaunwucauoa.s Incl\WI"J. shall submat &0 tbe
COftll'Hl a repon refiecunllts an&1ysls of the reUOftabltneu and c.t.........
ntu of the payments mace by the Attomey Ciea.eral to t.eiecommwucauoas ear
ners (or znocWicationa neceuary to ensu.re compliance W\th chapter 120 eluUe
18. t:nited ScateS Code. u addtci by HCUOI1 1-

12) COMPUANC£ COST ESTtMATES.-A repon under lJaracnPh I 1) shall iacl"de
the fincii~ and conciuslons o( the CompuoUer General on the com ro ilI.
curreQaft.r the com,uance dau. lnduciinc proJecuons of the amounts eJqIICIICl
to be lnC\U1"'eCl and the teehnolO1'lu. equlpment. r••tw"tI or seMCO (or wigen
eXlMnses are ex1MlCUd to be lncurnci by teiecolDlDuDlcauona cam.rs to napi,
W\th the assl.tance capability reqwrements Ln the flrlt 5 years It\er the .a.c.
tift date of secuon 2602.

HC. s. COIIDLUS ftI.IJlIIONI:L
I I' DEnNmONS.--s.cuon 2510 of title 18. United Statel Code. is amended-

I 1) in panara!h t 1) by stnkinc "but such term does not Includl" anci all that
foUows throqh bale umt"; aDd

12) in puqraph t 12) by Itnkina .ubpwalfaph fA) and redetillla" __
plftlfaPhs fB). tel. and tOl a. luDP_........'ha tAl. 181. and tCl, r...,..,,1,.

tbl PENALTY.--8ect:ion 2511 of'title 18. Uni_ Sea.- Code. is amended-
11) in sublecuon t4J(blfi) by LnMrUq ·a coni1eu telephone colDlmlllicacion

that is U'aDSlDlttecl bee-Mn the cordles. eele,hoa.e huciset and the b.......
aAw "ceUular eel.phoa.e colDIDumcaaoa."; anet

'2) in lubMcn:ion t4-bIfU) by InaeniDI ., cordlea telephone co......cion
that is traDSllUtUNi be","" the conU te1e,hoa.e hucbet and the b.. WIlt."
aftel' "ceUular telephoa.e commumcauon .

sac. .. RADlG-uaD DATA CQMMtJNICA'nO....
Section 2510l 161 or title 18. UBiuel Sea.- Code. isl.lMDCiecl

I U bYluikiDI ·01'" at the eacior~.. 'D);
121 by iftMftlDl "or" at the enci or . loa'£1: anci
t3l by iftMftlDl att. ......... t ) me follawiac new subplftpa1Hl:

.'"('1 al1 eieeaoaic commUDlCaUoD;"
sac. 1. PDAl.1'mI .. hICMII-.a RADIO COIGnNICAT1DN8 TllAT AU TIIAI i IW

t.'IING JIIOIXI'LA'nON~.".NONPWLIC PA&UIZ'l"&a
SecDon 2511(4)(bl of title 18. Uaitecl Sta_ code. is amended by ItnkiIII "or

eftCl'J'Pted. then" aDA inaeniDI ",.~ or U'UIBUaad uSlDI moGu1a~ ...
niqu. the ...ntial pal"aDKen of whICh have ben watbheld from the pubic WIth
the intention of pr...lVu~. the privacy of such commU.Dication-.
sa:. .. ftCBNIc.u.C~ON.

Secaon 2511(2)(alCO of title 18. eai_ Sta.- Cocie. is amended bYltrikiaI .....
in the ennem;MiOll of a W'lI'It co...Dication" UII1i~ ·UIed in tile~
miuioIl of a win or~ COIIUIIumcatioll".
sa:. LI'IIAIIIMJLDft' AL'lDATION or CO_KtAL IIOIIIU UlHO IMIftVMatI'L

(a) OrrDC8L--8ectioD 1021(a) oUide 18. UBi.... Sta_ Code. is ameDdecl
i11'" lIII'iIdDI·or" at the eaci 01 paftlraph t31: u4

. (2)==~ parq:ra,h (4) me COUowiDl"new parqraLU: .
·(11 .. WlUl iIl.llt 10 defra..~ pracNcft. uama In. ..COD-

trIl or C'U8IIIdj OCt 01' , ••••• a t.....'DWII.... LD111Z'WIIeIK t:ba 11M~
DIaIlIiW 01' altenel to obtaiD unautbarizacl u.- 01 talecammumc:aDou _lIDS;

01'lOti)~ aDI1 with in.Dt to d.trawl~. procluc.. traftla in. .....
trDl or.~ 01. or pa•••••

'"tA) a ..saine rllillWw: or .
'"tal hardw... or ........ u.e for a.ltmaI or modifYiaI taM I I . ph

caa- iDal:l'\llll.llti to obtain una.tbonzMl a_ to teAll.me • s

tb) P!:N-:'~~D 1011(c)(2' or tide 18. U.... Sta_ C" is ~m •• by
scrillil!c '"(aM 11 or taM4)" a.a4 iDIInUaI·(a), U. (4). (51. "S"r. C-..a-· II •

te) DlI1NrnoI&~ 1021<.~ of title 18. U..... ta.. ~ IS ImIS.I·
(1) ill ,........ el) by iueIU.'......... ..nal n ~~I • '.

tiaD Dwaitler. ,..... ideIlaftcalioft Dumber. 01' ocMr .ce "'?....- RrP·
ice. _,.... or i ......... icl.aa..- ... ·...-me number. •

121 by IU'ikiDc •aDd- at the enA or parql'a1tD (5);
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'31 by striking the penod at the end ot" paracra"h '6. anci 1Merung - ~ncf'
and . .

l 41 by adding' at the end the foUo..",ng new "aracrat:lh:
-,1 7) the term 'scannu~1 reetl\'er means a cieV\c. or ."paratus that can be used

to Intercept I ..",re or electroNc commurucauon m V\oiauon of chapter 119.·
SEC. 10. 'I"RA.'llIACTtONAl. DATA.

'II DlSCLOSCRE Of R£CORDS......sectlon 2703 o( titie 18. t:nited States Code. IS
amendeci-

I 11 1n subsection f c ~ 1--
.AI 1n sub"ararrat:lft I B--

I l' by nniun, clause q ': and
l1i' by ma1maunc clauses 'li'. 'lilt. and 'lVI as claus" '\'. 'li', ~nel

, iii '. respecuvelY: anel
I B) by aeldinc at the enci the folloW1nc new lubpararraph:
", C) A provt~er of elecuolUc eommumcation MI"Y!Ce or remote eomt:lUU:l,

leMeI shall discioM to a covemmenw eautY tile nam•. aeldress, teieonone
toU billin, records. and lenldl of MrvtCt of a subsenbtr. to or cult.offter oi
such semel and the typ.. of Mmen the subscnber or butomer uuiazeQ.
when the governmenw enut.y UIH all admimsU'auve subt:lOtna aulhGruea
by a Ftdera! or State statu'Ce or a Feciera1 or State IftnG Jury or mal sub
poena or any meaM aVldable under subparqral'h I B\,"; and

\21 by amenciinc tht rU"lt. seatence oC subMct10n I d I to read as {allows: ".~
c:oun orellr for disclosure unci.rs~on 'b lor. tel may be lSsuecl by any CG\m
that 15 a court. of coml'etent Junsciicuon dMCl'ibeci in secuon 312612.,AI a.
shall lSSU. ONY tf the govemmental .naty ofrtrs ,,,.edie and uacWablt (aca
shoW1ng that there are reuonabl. crounu to believe that the coctenu of a WIn
or eltcU'OlUc commUNeauoa. or therecoras or oti'ler tnformauon sGUCbt.. are ret
evant ana matenal to aa oftlOlftl cnJIUft&1 invnupuon:·.

Ibt PES bOlSTERS A.,"liD TRAP "'-"liD TRACE DE'nCu.-s.cuoD 3121 ohitlt 18. t:_
eQ Staces Code. 1S amenaed-

11\ by MellIftaunl subsecUon te) II SUbMcUoD td): and
12) by iftllrtlftl after lubMctioa 'b ~ the foUowiftl new lubMCtlon:

'"ret 1JJ41T.,nON.--A IO"l'ft1Ilftt apacy a\lthoriucl to lnsull and UN a pea ....
iatar uncier this chiplei' or uneier Sca'Ce law. shall use teeilDolOO reasonabl, .I_
able to It that rntncts the recordinc or decociiD, of ellCU'OnlC or ocher lm,Wsn I
the dialing and sigaallingln!ormatiOft utilizeci in Call procesllng.",

1. St:~~y .~'iD Pt'"'RPOSE

The purpose of S. 2375 is to preserve the Government's abilit1
pursuant to court order or other lawful authorization. to internl
communications involvinc aclvancedtechnologies such as diliw ,
wirel••• transmission modM. or features and services such as a
forwardinC. soeec:1 dialinC and conference calling. while pracectil
the privacy ot communications and without impeding tne inuoc1u
tion of new technologies. featufts. and semces.

To euure that law enforcement can continue to conduct autha
izecl wiretaps in the future. the' bill requires telec:ommuDicatiol
carrten to ensure their systems have the capabilitY to: (11 isGbI
~tioUlly the content of tarpteci communications tnewiD
by the camer within the carrier~1 service area: (2) isolate .,.
tiousiy information identifyinc the oripn and d"i~uo~ of 12
I.tee! communications: \3) provide intercepted commwucaaoas a
call identi!yinc information to law enforcement so they caa
transmitted over lines or facilities leuecl by law enfon:emeet u
location away from the camer's premises: and (4) carry ~t inti
cepu unobtrusively, so tarptl an not made aware oftha ....
tion. and. in a manner that does not compromise the priftCf I
security of other communications. The bill allows, induuy to ~
velot» standards to implement these requirements. It ......1..
procesl for the Attorney General to identify capacity feCIUi""
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, In recognition of the fact that sam, °existing equipment, serviCE
or features will have to be retrofitted. the legislation provides th.
the Federal Govemment will pay camen {or just aDd reasonabl
costs incurred in modifying existing equipment. services or featufE
to comply with the capability requirements. The legislation als
provides that the Government will pay for expansions in capacil
to accommodate law enforcement needs.

S. 2375 also expands privacy and security protection for tel4
phone and computer communications. The protections of the £le
tronic Communications Privacy Act of 1986 are extended !

corciless phones and certain data communications transmitted t
radio. In addition. the bill increases the protection for transaction
data on electronic communications semces by n!quiring law e!
forcement to get a court order for access to electronic mail addres
inl_Jnformation.

The bill further protects privacy by requiring telecommunicatiol
systems to protect communications not authorized to be interceptt
and by restricting the ability of law enforcement to use pen regist
devices for tracking purpo.e. or for obtaining transactional in!c
mation. Finally, the bill iml'roves the privacy of mobile phones
ez-panding criminal penalties for stealing the semce from legi
mate users.

II. HEA1uNGS

In the 103cl Coqnea. the SeDate Judiciary Subcommittee
TlChnololY and the Law held two joint~ with the Ho\
Judiciary Subcommittee 011 Civil and CODatitutioDal RiPu
March 18 and Aupst 11. 1994. Th_ hearinp addnsseci the j
pact of advanced telecommunications serricea and tedmolOlies
the ability of law enforcement to conduct court-orderecl electro
surveillanee.

At the (lrIt hea:riDc, held before leliaJ.ation wu intnMiucecl.
witn..... were Louis J. Freeh. Director of the Feclen1 Suea.:
Invuiiptioll; WOUam C. O'Malley. diatric:t attona., (or Plyao
County. MA. aDd P~Geat of the National Diatrict A*m.,. AJ
dation; Roy Neel. PreIiclea.t of the United Sta*- Til.,.... AA
dation. wIdch repreJellts local telepbone com,a-"~.. in I
from the RiIIiow Bell OperaiiDI Compaai. ('1t8OCa to 11
compInj. wlth fewer thaD. 100 lublCriben; aDel J."" ........
-.s.tlft ......r of the E1ecUoIlic Frontier FoutlatioD(-1D1 $ ),

behalf ofEPr aDd. the Dilital Pri'f'acy and SecuritJ WotId1ll Q.,
a eoelitioD of COIIlputer anel C01IUDUDicatiou com,..... as wei
~UC interest orp,duuD.l aIlCl aaaociatiou.
n. ....~ wu ha1cl after tba iDtI'OCluetioD of S. 2

ApiD.. Dinctor Freeh. Mr. Nee!. aacl Mr. BenDu ..
PnMIltecl teaiIaoilY. AIIoa~ as wi IIIuIlM
Wuaa, DInctor lDfotmatioll ReIources Mn DtIG•••nl l
emmeDt, ~tiDI aDd. IDIormadoa M••-==t DI,t.iID,
GeDen1 AccouD.tiIII 0Ilce; ud TbMDM E. .. uri ,.......
CEO of tb8 c.uUlar T....".;.&i.. Iacl.., AII._
which repraeat:ll proridel'l °of two-wa, ...... tin. d!.~
semcea. iIlcludiDlli.ceueti cellular.~ enlDmaD'.... i

ices. aDcl enbanceCl apeeiaUzecl mobile radio. .
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Written submissions for the record were received from AT&
Corp.. Mel Communications Corp.• the Telecommunications lndu
try Association. which represents C.S. manufacturers of tel
communications equipment. the American Privacy Foundation. tl
National Sheriffs' Association. the :-.rational Association of Attc
neys General. and the .Major Cities Chiefs. an organization of poli
executives representing the 49 largest metropolitan areas in tJ
t:nited States and Canada.

III. St:BcO~t"UnEE ACTlOS

On September 23. 1994. the Subcommittee on Technology al
the Law approved S. 2375. with an amendment in the nature of
substitute.

IV. CO~Ml'M'E£ AcT10N

On September 28. 1994. with a quorum present. by record
vote. the Committee on the Judiciary unanimously ordered the 5\
committee substitute to S. 2375. with technical amendments. to
favorably reported.

V. BACKGROt.~D A..'l'D DtSCl:SSIOS

For the past quarter century. the law of this Nation ,.....
electronic surveillance has soqht to balance the in.,... of 1
vac:y and 1.w enforcement. In 1968. the en~tmentof title In of
Omnibus Crime Control and Safe Streets Act of 1918 simu
neously outlawed the use of electronic surveillance by private I
ties and authorized its use pursuant to a court onter by law
forcement omcials eDgaled in the investigation of sl'Hiftecl type
major crimes. The Senate report on title III stated-ex,licitly t
the legislation "has as its dual purpose (1) protecting the P"'
of wire and oral communications and (21 delineating on a until
basis the circumstances and conditions under which the intel'l
tioD of wire and oral communications may be authorized." Set
Committee on the Judiciary, Omnibus Crime Control and!
Streets Act of 1967, S. Rapt. No. .1097, 90th Cong.• 2cl ses•. n~
at 66.

ConlftSS was prompted to act in 1968 in part.by acl.....cem
in technology, which posed a threat to privacy. According to
1968 committee report:

[t]he tremendous scientific and technological develo~·
menu that have taken place in the last century have ma~
possible today the widesl'read use and abuse of electronic
surveillance techniques. AI. a result of these de.elo,menu,
privacy of communication is seriously jeopardized by thelt
techniques of surveillance.

lei. at 67.
-After 1968. teleeommunicatiou techDololY coa.ua... to CAl

aDd apin Congress was reqUired. to respond. 1=:1, to
serve the balance between privacy and law e.· - ~~. at. 11
Electronic CommuniCations Privacy Act of 1986 ,-£CPA").~
extended the priva~ protections and the law ~afonem..t ~n.
authority of title III to a new s-.t of technololles ~cl semeu
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as electronic mall. cellular telephones and· pqing devices. Alain.
the goal of the iepiation was to preserve "a fair balance between
the privacy e~tions of citizens anel the letitimate needs of law
enforcement." House Committee on the Judiciary, Electronic Com
munications Privacy Act. of 1986. H. Rept. 9~47, 99th Congo 2d
sess. 2 (1986) at 19.

Law enforcement officials have consistently testified. as Director
Freeh did at the hearings on the bill. that court-authorized elec
tronic surveillance is a critical law enforcement and public safety
tool.

COSGRESS MUST RESPOND TO THE "DIGITAL TELEPHONY" REVOU.:TIOS

Telecommunications. of course. did not stand still after 1986. In
deed. the pace of change in technology and in the stnlcture of the
telecommunications industry accelerated and continues to acceler·
ate. The resulting challeElies for law enforcement and privacy pro
tection have sometimes been encapsulated under the nlbric "digital
telephony," but the lssues go far beyond the distinction between
analog and dilital transmission modes. Some of the problems en
countered by law enforcement relate to the explosive growth of cel
lular and other wireless semces. which operate in both analog and
diptal modes. Other impedimenta to authonzad wiretaps. like call
forwarding. have long existed in the analot environment. Other
considerations. such as the increasing amount of transactional data
generated by the millions of users of on-line services. highlight the
ever increasing op~rtuniti.. for 1011 of priv.acy.

In August 1990. Senator Patrick Leahy chaired a hearing of the
Senate Judiciary Subcommittee 011 TechnolOlY and the Law to
focus on Caller I.D. teehnology and ECPA. At that hearing, Chair·
man Leahy became convinced that d~velopments in the area of
communications technololY required. a ;'review of ECPA to ensure
that the privacy protections within the statute had not been out·
dated by new teehnololY. Senator Leahy then auembled a Privacy
and Technolol)' Tuk Force with erperts from business. consumer
advocacy, the law, and civil liberties, to examine currel1t develop
ments in communications tech.nololY and the extent to which the
law in general. and ECPA. specifically, protects. or fails adequately
to p!'Oteet. personal and corporate privacy.

After namining a wide array of newer communication media. in
clucliDl cellular phones, ~personal communications networks. the

.ne.er Iineration of cordless phones. wireleu modems. wireless
local area networks (LAN's). and electronic mail and messaging,
the talk force iuuecl a fmal re-port 011 May 28. 1991. recommend
inc, in.t~,. alia. that the lepI protee:tions of ECPA be enended, to
covp.r new wirele.. data communications. such as those occumng
over cellular laptop computers and wireless local area networks
(LAN's), and cordless phones. In addition. the task force acknowl
ecieed that ECPA was serriDI well its purpose of protectin, the pri
vacy of .the contentl of electronic mail. but questioned whether cur
reat restric:tiODa on goyemment·aeces.· to tl'8DUCtional records gen
eratecl in the course of electronic communications were acleauate.

Consutent with the task force's conclusioDJ aDd in view of the in
enUing imlMKlimenU ·to the esecution of lawful court. onle~ for
electronic surveillaDce. the committee hal conclud.ecl that continued
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change in the teiecommUnlC3.tion:s industry deserve legislative at
tention to preserve the balance :;o~!tht in 1968 and 1986. However.
it L«ame clear to the committee early in its study of the "diCital
telephony" issue that a third concern now explicitly had to be
added to the balance. nameiy. the goal of ensuring that the tele
communications industry was not hindered in the rapid develop
ment and deployment of the new servlces and technologies that
continue to benefit and revolutionize societv.

Therefore. the bill seeks to balance three key policies: I 1, to pre
$erve a narrowly focused capability for law enforcement agencies to
carry out properly authorized intercepts: (2) to protect privacy in.
the face of increasingly powerful and personally revealing tech- \
nologies: and (3 \ to avoid im})eding the development of new commu
nications services and technologies.

THE PROBLEM: L.EGISLATIOS ~£EDED TO CL.~lFY CARRIERS' Ol"T\" TO
. COOPERATE

\Vhen originally enacted. title III contained no provision specifi
cally addressing what responsibility, if any, telecommunications
carriers and others had to assist law enforcement in making au
thorized interceptions. Shortly after the statute became effective.
the FBI asked a local telephone company to assist in effectUating
an authorized wiretap by providing leased lines and connecting
bridges. The telephone company refused and in 1970 the Federal
Court of Appeals for the Ninth Circuit held that. absent specific
statutory authority. Federal courts could not lequire carriers to as
silt lawful wiretaps. Application of the United Stat's. 427 F. 2d 639
19th Cir. 1970 l. Two months after the ~inth Ci:cuit decision and
with little debate, Congress added to 18 U.S.C. 2518(4) a provision
that now reads:

An order authorizing the interception of a wire. oral. or
electronic communication under this chapter shall. upon
request of the applicant. direct that a provider of wire or
electronic communication service, landlord. custodian or
other person shall fumish the applicant forthwith all infor
mation.· facilitiel. and tec:hniral assistance necessary to ac
Complish the interception unobtrusively and with a miDi
mum of interference with the- sarvices that such service
providel\ landlord custodian. or penon is according the
person whose communications are to be intercepted. Any
provider of wire or electronIC communication service. lud
lord. custodian or other person fumishing such facilities or
technical assistance shall be compensated therefor by the
applicant for reasonable expenses incurred in providing
such facilities or assistance.

While the Supreme Court has read this provision as requirin,
the Federal courts to compel; upon request of' the Gove~eat.
"lAY assistance necessary to accomplish an electronic intereepuon."
United. Stet". v. New Yo,.. Telephone. 434 U.S. 159. 117 (l~T7\. t~
question of whether companies -have any obligation to ~'1IfJt t~ar
systems .such that they cio not impede law enforcement tntereepuon
has never been adjudicated.
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Indeed. until recently. the question of system design was never
an issue for authorized surveillance. since intrinsic elements of
wired-lined networks presented ac:cess points where law enforce
ment. with minimum usistance from telephone companies. couid
isolate the communications associated with a particular surveil
lance target and effectuate aD intercept. Where problems did arise.
they could be addressed on a ca.se-by-ease buis in negotiations be·
tween the local monopoly service provider and law enforcement.
I From a public policy persl)8Ctive. such arrangements would have
had the disadvantage of being concluded without public knowledge
or legislative oversight.)

The breakup of the Bell system and the rapid proliferation of
new telecommunications wehDOl... and services have vastly com
plicated law enforeement's task. The goal of legislation. however. is
not to reverse those industry trencia. Indeed. it is national policy
to promote competition in the telecommunications industry and to
suppon the development and wicl..~read availability of advanced
technologies. features aDd semces. The purpose of the lqislation
is to further define the inclustry duty to cooperate and to establish
procedures based on public accountability and industry standards
setting.nw committee hu concluded that then is sufficient evidence
justifying legislative action that new uu1 emerging telecommuni
cations technolop.. poee problema for law emorcement. The evi
decca comes from three sources: the General Accounting Office. the
FBI, and the telecommunications industry itself.

GAO finding,
In- 1992. analysts from the GAO's Information Management and

Technology Division interviewed teeh.Dica1 representatives from
local telephone compao!... switch manufacturers. and cellular pro
viclers. as wen as the FBI. The GAO fOUDd that the FBI had not
adequately defined. its elec:tronic lUl'ftillance requirements for in·
dustry, but the GAO conducled that law enforeement agencies did
haft technical problema taII'iDI a variety of semc.. or tech·
noiOlies. incluciiDK call forwUiliDl, ftber, and ISDN. The GAO also
coDCluded that cellular systems Could be tapped but that capacity
wu Umiteel.·

",. GAO recently CODduetad. fwtber work and testified at the
heuiDl on Aupat 11, 1994. The GAO reconfirmed its earlier con
clWlion thai tbare are Itllitimate impediments posed by new and
e~ teclmolop... Tfie GAO a1Io COIlc1ucled. that the FBI had
mad. proareu in deftDiDllaw emorcement's needs in terms of ca
pability and capacity.

FBI survey
FBI Director Freeta testiftecl at the March 18, 1994, heariq that

the FBI had identified soeciftc iD-·DeM in which law eDforcement.Dei.. were pnduclecl clue to taDololiea1 impecliJMnts from
fUlly iDlplemeD~ autborisecl ellSftrDic SUl'ftillaDce (wiretaps.
pen reristers. aDd tra.p aDd traces). ".. ·DINc:tOr teltiftecl in March
that an informal FBI ~·of , ...... ~~ and local lawen
forcement &pnei.. bad icleDtifted 91 such mad.nts. 33 percen~ of

_which involVec:l cellular syatema (11 peI'C8Ilt were related to the 11m-
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ited capacity of 'cellular systems to accommodate a large number of
intercepts simultaneously I, and 32 percent or which involved cus
tom calling features such as call forwarding, call waiting and speed
dialing.

Because the existence of a problem continued to be questioned by
some. the FBI recontacted law enforcement agencies after the
~arch hearing and identified further examples. In April 1994. the
FBI presented to the House and Senate Judiciary Subcommlttees
details of 183 instances (including the original 91) where the FBI.
State or local agencies encountered problems. This evidence was
presented to the subcommittee on the understanding that the de
tails would not be publicly disseminated. However, the following
chart summarizes the FBI's findings: .

TICi&lloloty·b4Md probl~".. ~ncoUllt~nd by F~d6nU.StlIU. and locaJ UJw, ~1Ifol"r~m~llt
apn.e..s

Total problems ., ~.................................. 183
C.llular port capacity 54
lnabililY to capNn dialeci dicitl contemporaneous with awiio ..n..................... 33
C.llu1ar pl"DvtG.r could not intercept 10q-distanCl calls tor pl"DvtG' ea11 setup

informauolu to or from a tartete<i phonl .
Speecl cliali.nroiee dialilll/call w&lun, .
Call forwarcIiDI .
Oinu inward dial tnmk II"OUP I provid.r unable to isolate tarpt'l commu

nications or I'l"QYid. call .l-Up information to the nc1usioD of aU other
c:.toIIlen I ...............••••..•.•.•.••_ .•.•••....•••".•••.•.....••.••••..."'_ .

Voieemail (prurider UDable to provide accea to the subject's audio when ror-

~::c:a:=l:r:: ~-=-~ ·~··~_m~~ti;n; ..~a~
wish the~ to the acluion of aU otbtIrs) _ .

Other I includiDI othltr caWac featuns such u CaD Back: aDd ~d.r un
able to Pl'OYlde trap Ie trace informacol1Z to iIolate the diliw crans
miUions .llOCiat.eel with a tarpt to the exclusion of all other eomrnulUCa
nODI: com~Nil.naiv.ly to intercept commumcaUoDl and provide call SIt-
up information) .

Industry acJcnowledies the problems
Representatives of the telecommunications industry now ac

knowlecip that there will be increuiDlly serious proolems for la'
enforcement interception poseclby new technololies and the ne'
competitive telecommunications market. At the hearinl on AulUl
11. Roy Neel. president of the United States Telephone Auociatiol
aacl the chief spokesperson for the telephone industry on this issue
wu ukecl by Senator Leahy if the time wu fut approachiJlI wbel
a poeat deal of the ability of law enforcement to carry out wlretap
will be lOlL Mr. Neel answered. MIn a number of cue. with ne,
eDhanced. Mmces. that is probably true."

'nle industry maintains that ita companies have a loftl traclitio
of working with law enforcement under current law to NI01.. ted
nieal issues. However. with the proliferation of se~ce1 uti ~",,!c
providers, such a company-by-e:ompany approach IS becoDWlg 1]
CNUinI1Y untenable.

IIll'eSlJOnse, the phone companieS ud the FBI haft createcl.
Eleettanlc Communications service Provider Committee.~
which representatives of all the DOC'. ~ve ben medAl wi'
law enforcement on a f8IUlar ·basil to dlftlop ~lud~ l! • raDl
of problems. The committee has created "Amon T.... oft p~
sona! communications semces, wirel... cellular. the "aclYaDced ,



16

teillgence network." and switch-based solutions. among others. The
chairman of the committee. a vice president of one of the RBOCs.
stated in a letter. dated March 1. 1994, and submitted by the FBI
Director during his testimony in March:

If meaningful solutions are to result. all participants
must first understand that there is in fact a problem. not
that one participant. ,or one group of participants. says so.
~ow that the Committee recognizes the problems. it can
proceed to identify and develop appropriate solutions.

However, participation in the Service Provider Committee is vol.
untary and its rec:ommeDdations are unemoreeabie. As a result. the
Judiciary Committee has concluded that legislation is necessary.

L.AW ENFORCEMDrr REQUlRL'dE:-tTS

The legislation requires telecommunications common carriers tc
ensure that new techJ1010gies and semces do not hinder lawen·
forcement accesl to the communications of a subscriber who is th.
subject of a court order authorizin, electronic surveillance. nw bit
will preserve the GovernmeDt's ability, pursuant to court oreier. tc
intercept communications that utilize advanced technologies suet
u digital or wireles. traJlS1ftiuion.

To ensure that law eDforeement caD continue to conduct win
taPl. the bill requirel te1eeommunicationl carriers to ensure thei
sYltems have the ca~Wty to:

(1) Isolate e~tiously tb.e content of targeted communia
tiona transmitt8cl within tb.e carrierl semce area:

(2) Isolate expeditiously information identifyinl the oriliDa1
in, and destination numbers of tarpted. communications. blJ
not the physicallocatioD of tarptl;

(3) Provide intel'Cel»teel communications and call icleatifyin
information to law enforcement in a format such that they ma
be transmitted over linea or facilities leased by law eDforct
ment to a locatioD away from the carrier's premises: and

(4) Carry out.' iAtieraept.l UDObtrusively, so wteU at ele
troDic IUl"9.WUce an not made aware of the interce,ciea, all
in a manner that doea not compromise the privacy and securi,
of other communicatioll.l.

COlt .
'nle GAO teatifiecl at the Aqut 11. 19M, heariDI that. .. 

of com~cewith the f~~Dellarply OIl me..
of ataCluU aDd tMb,tiGIIlo' . . ,which. un_ the bilL •
be deftloplcl by industry allM'Ciattou eel atand.anl-MUiDl ...
zatiou ill couU1tation witb. law .....eat.

The biD requires· the FedIn1 OcrtenuDent. with aPIII"
ftmcla. to pay all ~le mIta"-iDcarrei by iJlCua7 .ftW t
nat .. yan to ,.&roftt _Itt.. fMt.IjtiM to briq *-. iato ...
... with the ill~ ~t:I. The bl11 .
.mtU10D. rOl'thia ,1IJ1IOM. Ia·tbii.-at tbat the " ••
eao. or is °neta~ die ~tiOD.~ .. I
ecuipaellt,reaiUnl or sa....,~... the 11
wbicb Pftl1UMllt cloeI'llot ,., to NtIOflt ahaI1 be ..
in com,liaDce until the equlpmea.t, feature. or ..mee is fI,lIl
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or significantly. upgraded or otherwise undergoes major mociifica
tion.

After the 4-year transition period. which may be extended an ad
ditional 2 years by order of the FCC. industry will bear the cos
of ensuring that new equipment and services meet the legi·slate
requirements. as defined by standards and specifications promu.
gated by the industry itseiC.

However. to the extent that industry must install additional co
pacity to meet law en~orcement needs. the bill requires the goverr
ment to pay all capacIty costs from date of enactment. including a
capacity costs incurred after the 4-year transition period. The Fee
era! Govemment. in its role of providing technical support to ·Stal
and local law enforcement. will pay the COSts incurred in meetin
the initial capacity needs and future maximum capacity needs f(
electronic surveillance at all levels of govemment.

RELATIONSHIP WlTH £XISn~Ci ASSISTA.'iCE REQt:IRE~tE:-'"TS

The assistance capability and capacity requirements of the bi
are in addition to the existing necessary assistance requirements 1

sections 2518(4) and 3124 of title 18. and 1805<bl of title 50. t:'nitt
States Code. The committee intends that sections 2518(4). 31:
and 1805(bl will continue to be applied. u they have in the pa
to government assistance requests related. to SPecific orders. inc1u
ing, for example. the ex;enses of leued lines.

THE LEGlSUnON ADDRESSES PlUVACY COSCEa.'tS

Since 1968. the law of this Nation bas authorized law enfon
ment agencies to conduct wiretaps pursuant to court oreier. Th
authority extends to voice. data. fax. E-mail and any other form
electronic communication. The bill will not expand that authori
However. as the potential intrusiveness of technology increases.
is necessary to ensure that govemment surveillance authonty
clearly dermed and aJ)propriately limited.

In the 8 years since the enactment of ECPA. society's patte,
of usinl electronic communications technology have chanaed d
matically. Millions of people now have electronic mail aGelrol
Buint... nonprofit o!'lanizations and political groups conduct th
work over the Inttmet. Individuals maintain a wide ran,. of"
tioDlhips on-line. Transactional records documenting these aet:
ti. and ulOCiations are generated. by service providers. For th:
who increasingly use these services. this transactional data reve
a. ,nat deal about their private lives. all of it comJ)ilecl in I

place. .
In ·ad.d.ition. at the time ECPA was enacted. the portion of.

communications occurrinl between the handset aDd b.. una,
cordless telephones was excluded from its privacy protections. ·
1991 Privacy and Technology Task Force found that:

[tlh. cordless phone. far from beinl a novelty item used
only at "poolside.It has become ubiquitous. • • ~ ~.!on and
more communieations are being carried out by people
[using corelless phones] in private. in their h~m...and of
fices. with an expectation that such calls are Just hk. any
other phone call.
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Therefore, S. 2375 includes provisions, which FBI Director Freeh
sup~rted in his testimony, that add protections to the exercise of
the Government's current surveillance authority. Specifically, the
bill:

1. Eliminates the use of subpoenas ta obtain E-mail address
es and other similar transactional data from electronic commu
nications service providers. Currently, the Government can ob
tain transactional lop containing a person's entire on-Hne pro
file merely upon presentation of an administrative subpoena is
sued by an investigator without any judicial intervention.
Under S. 2375, a court order would be required.

2. Expressly provides that the authority under pen register.
and trap and trace orders cannot be used to obtain tracking or
location inlonnation, other than that which can be detennined
from the phone number. Currently, in some cellular systems.
transactional data that could b. obtained by a pen register
may include location information. Further, the bill requires law
enforcement to use reuonably available technology to mini-
mize information obtained through pen registers. .

3. Explicitly states that it does not limit the rights of sub
scribers to use encryption.

4. Allows any person, including public interest groups, to pe
tition the FCC for review of stallclards implementing wiretap
capability requirements, aDd provid. that one factor for judg
inc those standarda is whether they protect the privacy of com
munications not authorized to be intercepted.

5. Does not require mobUe .mce providers to reconfigure
their networks to deliver the content of communications occur
ring outside a carriers ••rvice area.

6. Extends privacy protections of the Electronic Communica
tions Privacy Act to cordless phones and certain data commu
nications transmitted by radio.

7. Requires atnrmative interftntion of common carriers' per
sonnel for switch-bued inten:eptio~means law enforce
ment cannot remotely or independently activate interceptions
within the switehinl premises of a telecommunications carrier.

~~W~~ .

It is alao impoitaDt, from a privacy standpoint, to recognize that
the scope of the lelislatioD hu been greatly narrowed. The only en
tities requirecl to comply with the functional requirements are te~..
communications common carriers, the components of the pubbc
switched network. where law enforcement apncies have always
served most .of their s~illaDceorders. Further, such carriers are
required to comply only with respect to services or facilities that
provide a customer or subscriber with the ability to origina~, ter
minate or direet communications.

The bill is clear that telecommunications Mrvices that support
the traDSport or switehiu of communications for prift:t8 ~etworks
or for the sole purpose of intereol1l1eetinc· telecommunications car
riers (these woUld incluclli loq-diltance curiale> need not meet
any wiretap standards.· PBX's are acluded. So are automated teller
machine (AT'Ml networks and other doIeci networks. Also.excluded
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from coverage are all information services. such as Internet 3ervice
providers or services such as Prodigy and America-On-Line.

All of these infonnation services or private network systems can
be wiretapped pursuant to court order. and their owners must co
operate when presented with a wiretap order. but these systems do
not have to be designed so as to accommodate wiretap needs. Only
telecommunication carriers are required to design and build thelf
systems to comply with the legislate~ requirements. ~ariier di,itai
telephony proposals covered all proVlders of electronic communica
tions services. which meant every business and instItution in the
country. That approach was not practical. ~or was it required to
meet an important law enforcement objective.

\,

S. 23i5 RESPONDS TO INDt:STRY CONCERNS

S. 2375 includes several' provisions intended to ease the burden
on industry. The bill grants telephone companies and other covered
entities a 4-year transition period in which to make any necessary
changes in their facilities. In addition. it allows any compan}' to
seek up to a 2-year extension of the compliance date from the Fed
eral Communications Commission if it turns out that retrofitting a
particular system will take longer than 4 years.

The Federal Government will pay all reasonable cOlta incurred
by industry in retrofitting facilities to correct existing problems.

The bill requires the Attorney General to estimate the capacity
needs of law enforcement for electronic surveillance. so that car
riers will have notice of what the Government is likely to request.
The bill requires Government to reimburse carriers for reasonable
costa of expanding capacity to meet law enforcement needs.

..vo im~diment to technological innovation
The committee's intent is that compliance with the requirements

\

in the bill will not impede the development and deployment of new
technologies. The bill expressly provides that law enforcement may
not dictate specific system design features and may not bar intro
duction of new features and technologies. The bill establishes a rea
sonableness standard for compliance of carriers and manufactUrers.
Courts may order compliance and may bar the introduction of tech
nolOI)', but only if law enforcement hu no other means reasonably
available to conduct interception and if compliance with the stand
anlI is reasonably achievable through application of available tech
no1olY. This means that if a service or technology cannot reason
ably b. brought into compliance with the interception .~ire
mentl, then the service or technology can be deploy.ed..~ 11 ~
euct opposite of the oricinal versions of the lellSlauon. WAlCh
would have barred introduction of services or features that could
not be tapped. One factor to be considered W~1l d~termiaing
whether compliance is reasonable is the COlt to the cam~r of com
pliance coml1ared to the carrier's overall cost of d~loplng or ac-
quiring and deploying the feature or service in qU~lon. .

The lepslationprovides that carriers shall. dec1C!e b~w to uDple
ment law enforcement's requirements. The btll~u~dUltry u
soeiations and standard-setting boc:lies. in consult~tlon.With law ~n
(orcement. to establish publicly available specIfications creattnJ
"saCe harborsOf for carriers. This means that those .whole competl-
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tive future depends on innovation will have a k.ey role in interpret
ing the legislated requirements and finding ways to meet them
without impeding the deployment of new services. If industry asso
ciations or standard-setting organizations fail to issue standards to
implement the .capab~lity requi~ment~. or if a govemment agency
or any person. Including a carner. beheves that such requirements
or standards are deficient. the agency or person may petition the
FCC to establish technical requirements or standards.

Accountability
Finally. the bill has a number or mechanisms that will allow for

congressional and public oversight. The bill requires the Govern
ment to estimate its capacity needs and publish them in the Fed
eral Register. The bill requires the Govemment. with funds appro
priated by Congress through the normal appropriations -process. to
pay all reasonable costs incurred by inaustry in retrofitting facili
ties to correct e%isting problems. It requires the Attorney General
to file yeariy reportS on these expenditures for the first 6 years
after date of enactment. and requires reports from the General Ac
counting Office in 1996 aDd 1998 estimating future costs of com12li
anee. It requires the Government to reimburse carriers. with pub
licly appropriated f'uD.dst in perpetuity for the costs of Ul'anding
maximum capacity to meet law enforcement needs. Furthennore.
all proceedings before the FCC will be subject to public scrutiny.
as well as congressional o",enight and judicial review.

VI. SEcrION-BY-SEcrION ANALYSIS

SECTION 1. Im-ERCEPTtON OF DIGITAL AND OTHER COMMt.~CAnO~S

This section adds a new chapter 120 to title 18. United States
Code, to define more precisely the assistance that telecommuni·
cations carriers are required to provide in connection with court or·
ders for wire and electronic interceptions, pen registers and tra;
and trace devices. This new chapter contains eight sections num·
bered 2601 through 2608.
~ction 2601 provides definitions for "call.identifying informa

tiont" "information semces," "government," "telecommunicatiolll
support services," and "telecommunications carrier."

A ~lecommUDicatiou carrier" is defined as any penon or entit~
eappet. in the traDamisaion or switching of wire or electronic com
mtmicationl as a common carrier for hire, u defined by sectiOI
3(h) of the Communjcatiol1s Act of 1934t and includ. a commercii
mobUe semee, u dtftnefi ill sectiOD 332<d) of the CommWlicatiOll
Act, as amended. This definition encomp..... such semce proYicl
ers as local escb.~ earnerat interacbanp camerst compeCiti'V
acceu providers ( APS), ceJlular carriers, providers of ~n.
communications semcea (PCSlt sateWte-bUecl senice pnmGel'l
cable operators and. electric or other utWties that pl"OYicle tea
communications _rrices for hire to the publlc, aDel aD, other COli
moD carrier that oft"enwireline or wirel_ semce for hin to til
pubUc. The deftnitiOll of telecoaununieation~carrierd~ not ~
elude persons or elltiti. to the u.taDt~ are. enpptlllft p~t
iDa inlonnation services, .uch u electromc mail pre¥iclen, on-l!1
semce. provielers, such u CompuSen'et ProcliIY, America-On-LiJ



21

o~ ~ead Data. or lntern~t se~'ice providers. Call forwarding. $peed
dlahng. and the call redIreCtlOn portIon of a voice-mail sertl1ce are
covered by this bill.

In addition. for purposes of this bill. the FCC is authorized to
deem other persons and entities to be telecommunications earners
subject to the capability and capacity requirements in the bill to
the extent that such person or entity serves as a repiacement for
the local telephone service to a substantial portion of the public
within a State. As part of its determination whether the public in
terest is served by deeming a person or entity a telecommuni
cations carrier for the purposes of this bill. the Commission shall
consider whether such determination would promote competition.
enc:ourare the .developme~\t of new technologies. and protect pubJic:
safety and natlonal sec:unty. '

The term "call-identifying information" means the dialing or sig
naling information generated that identifies the origin and destina·
tion or a wire or electronic communication placed to. or received by,
the facility or service that is the subject of the court order or lawful
authorization. For voice communications. this inionnation is typi·
cally the electronic pulses. audio tones. or signaling messages thal
identify the numbers dialed or otherwise transmitted for the pur,
pose of routing calls through the telecommunications -:arrier's net,
work. In pen rerist8r investigations. these pulses. tones. or mes,
..... identify the numbers dialed from the facility that is the sub
ject of the court order or other lawful authorization. tn trap anc
trace investigations. these are the incoming pulses, tones, or mes
....s which identify the originatin, number of the facility fron
which the call wu placed and which are captured when directel
to the facility that is the subject of the coun order or authorization
Other dialing tones that may be generated by the sender that ar
used to sii'l\a1 customer premises equipment of the recipient ar
not to be treated u call-identifying information.

The tenn "government" means the Government of the t:nite
State. and any apncy or instrumentality thereof. the District (
Columbia. any commonwealth. territory, or possession of the Uni!
eel States, and any State or political subdivision thereof authorize
by law to conduct electronic surveillance.

The term 14teleeommunications suppon services" means a proc
uet, software or service used. by a telecommunication. carrier f(
the internal sipaling or switching functions of its telecommuD
catioaa nltworK. The committee understands there are current
oyer 100 entities that provide common carriers with speciallZt
su,port semee.. 'I11e definition of "telecommunications ~\lPPO
.me.."..ludes "information .emees." as defmed in the bill.

The term lIinformation services" includes services ofllnc1 throul
software such as groupware and. enterprise or perscmal m~1
software. that is. semces hued on products (includiDl_buf. Dot liJ
itecl to multimeclia software) or which Lotus Notes, Micruaoft. E
caaa.. Senoer, uel NoveU Netware (and. their~~.sem~
are both eumpl.. and. precursotl. It is the commtt... Illlentll
not to limit the definition oflliaformation se,.nces" to curnDt pn
ue:ts. but rather to anticipate the rapid ·develo1?meat of ~~c
software and to indude such software services In the definition
-information services." .By including such software, services witt
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the definition of infonnation sernces. it is excluded from compli
ance with the requirements of the bill.

Section 2602. entitled "Assistance capability requirements." con
sisti of four subsections. Subsection (aJ sets forth four "Capability
Requirements." which every telecommunications carrier is required
to meet in connection with those services or facilities that allow
customers to originate. terminate or direct communications.

The first requirement is expeditiously to isolate and enable the
Government to intercelJt all communications in the camer's control
to or from the equipment. facilities or services of a subscriber. con
currently with the communication's transmission. or at any later
time acceptable to the Govemment. The bill is not intended to
guarantee "one-stop shoppinl'" for law enforcement. The question nf
which communications are in a carrier's control will depend on the
design of the service or featun at issue. which this legislation. does
not purpQl"t to dictate. Ie. for eumple. a forwarded call reaches the
system of the subscriber's carrier. that carrier is responsible (or iso
lating the communication for inten:eption purposes. However. if an
advanced intellipnt network direets the communication to a dif
ferent carrier. the subscriber's carrier only has the responsibility.
under subsection (dl. to ensure that law enforcement can identify
the n.w semce provider haDdling the communication.

The second requirement is esvidltiowaly to isolate and enable the
Gov.mment to access reasonably available call identifyinl infonna
tion about the oriliD alul d..tination of communications. Access
must be providecl in such a mqn.r that the information may be
UIOCiatec:l with the communication to which it pertains and is pro
vided to the Governm.nt before, during or immediately after the
m....e's transmission to or from the subscriber. or at any later
tim. acceptable to the Government. Call identifying information ob
tained. pursuant to pen repster and trap and trace orden may not
include information diIclosiDc the physical location of the sub
scriber sen~ or receiving the m......, ace~t to the estent that
location is inclicat.ed by the phone number. However. if such infor
mation il not reuonably aVailable, the carrier does not have to
mociiIy itl .,... to ·make it available.

11W third ~meDt is to make intercepted me...... and call
icleD.tifyiq iD.IonDatioD afti.lable to pvemment in a format aVliI
able to tU carrier 10 they maybe traIlSmitteel over liD.. or facili
u.. leuacl 01' praca.red by law eDIorcement to a location away from
tile car.rier'a PN"'i_. It the communication at the point it is inter
~ il· dilitaL the carrier may provide the communication to law
"'nement in·diIlt&l form_ Law emoreement is res~DJible for de
terain;n, if a mmmUDication is voice,fu or data and. for translat
iDLit into u.•••• form.
. TIle rmal~..t i. to meet theM requirements with a mini

mum of iDterf... with the subscriber's service and in such awa, that proteIta the priftey of Dl8II." eel ea11 id.tifyiq in
formation that an Dot~ byelect.roDic sUl'ftil1aDce- orGen•

.aacl that maiDtainathe comdenuality of the lO'"~eDt'. wire-

~ committee· in••d. the ·UIiItaAOI ~m_tI in· section
2182 to be bodl a floor azul acelUDI. The FBI Dinetor teded.
that the letWation wu int.elLclecl to presemt the statui.quo, that
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it was intended to provide law enforcement no more and no iess a
cess to infonnation than it had in the past. The committee urgl
against overbroad interpretation of the requiremenu. The 1eg1S1
tion gives industry, in consultation with law enforcement and su
ject to review by the FCC. a key role in deveioping the technlc
.requirements and standards that will allow implementation of d
requirements. The committee expects industry, law enforcemeJ
and the FCC to narrowly interpret the requirements.

Subsection I bl limits the scope of the assistance requirements
several important ways. First. law enforcement agencies are n
pennitted to require the specific design of systems or features. n
prohibit adoption of any such design. by wire or electronic comm
nication service providers or equipment manufacturers. The legLSl
tion leaves it to each carrier to decide how to comply. A carrl
need not insure that each individual component of its network
system complies with the requirementlso long as each commumc
tion can be intercepted at some point that meets the legislated J
quirements.

Second. the capability requirements only apply to those seme
or facilities that enable a subscriber to make. receive or direct cal
They do not apply to information semces, such as electronic m
services. on-line services. 3uch as CompuServe, ProciilL Americ
OD-Line or Mead Data. or Internet semce providers. lThe ston
of a message in a voice mail or E-mail "box" is not covered by t
bin. The rP.directioll of the voice mail message to the ·"box" and t
transmission of an E-mail message to an enhanced service pro\',c
that maintains the E-mail service are covered.) ~or does the 1
apply to services or facilities that support the transport or switl
i~ of communications for private networks or for the sole pUrpl
of interconnecting telecommunications carriers.

Because financial institutions have major concerns about sICur
and reliability, they have established private communications n
works for. payment system data transmission traftlc such as a1J
mated teller machines (AThf). point of sale (credit carel) verificat
systems. and baDk wires. Some of these networks are point
point. altho\1lhmany utilized the public network at various poiJ
ATM networks. bankcard processing networks. automated ch
c:leariJllhouse networks. stock exchange trading networks. poin'
sale s)'IMms. bank wire and funds transfer systems are all
dueled. from the coverale of the bill. whether or not th,y invc
services obtained from telecommunications carriers. Private I
works such as those used for banking and financial transact1
have not posed a problem to law enforcement: and there are I
reasons for keeping them as cloMci as possible, nese networks
not the usual focus of court authorized. electronic surveillance.
the financial information travelling on these networks is alre
available to law enforcement agencies uncier the banlCnglaws.

Thus. a carrier providing a customer with a seni.ee or fae
that allows the customer to obtain access to a publicly swite
network is responsible for c:om:plyin. ~~ the capability rtq\
menta. On the other hlmd. for commumcatlons haDGled by mWl
carriers. a carrier that does.not orilinate .or tez:ninate th~ mess
but merely interconnects two other earners: lS n~~ ~ubJect to
requiremeDts for the interconnection part of Its f~tles.
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While the bill does not require reenrineering of the Internet. nor
does it impose prospectively functional requirements on the
Interuet, this does not mean that communications carried over the
Internet are immune from interception or that the Internet offers
a safe haven for illegal activity. Communications carried over the
Internet are subject to interception under title III just like other
electronic communications. That issue wu settled in 1986 with
EepA. The bill recognizes. however. that law enforcement will
most likely intercept communications over the Internet at the same
place it intercepts other electronic communications: at the carrier
that provides access the public-switched network..

The bill does not cover private branch exchanges (PBX·s). This
means that there will be times when the telecommunications car
rier will be unable to isolate the communications of a specific indi
vidual whose communications are coming through a PBX. This
PO'" a minimization problem to which law enforcement agencies.
courts. and carriers should be sensitive. The committee does not in
tend that the exclusion of PBX's is to be read as approval for trunk
line intercepts. Given the minimization requirement of current law.
courts should scrutinize very carefully requests to intercept trunk
lines and insist that &pncie. specify how they will comply with the
minimization requirement. This is esl*=ially tNe of intercepts of
E-Mail and fu transmissions. In addition, carriers presented with
an order for interception of a trunk line also have the option to
seek modification of such an order.

Finally. telecommunications carrien have no responsibility to
decrypt encrypted communications that are the subject of court-or
dered wire~, uDl_ the carrier provided the encryption and can
decrypt it. This obli'aQon is cOJ1listent with the obligation to rur·
nish au necessary uaiatance under 18 U-.S.C. 2518(4). Nothing in
this parqraph would prohibit a carrier from deploying an
encryption service for whiCh it does not retain the ability to decrypt
communications for law enforcement access. The bill doe. not ad
dress key escrow encryption. or the "Clipper Chip" issue. Nothing
in the bill is intended. to limit or otherwise prevent the use of any
type of encryption within the United State•. Nor does the commit
tee intend this bill to be in any way a precursor to an)' kind of ban
or limitation on encryption technology. To the contrary. section
2802 protllCta the ri,bt to UN encryption. '

Su1INction.' (c) allows a carrier, in emergency or exigent cir
cumstances, at the 101e discretion of the carrier. to fulfill its obliga
tion to deUver communications to law emolUment under the tbirci
ca,abUity requirement by allowing monitoring on the carrier's
premi....

Sub.ction (d). entitled "Mobile Semce Assistance Requirement,"
aclclres"s the responaibUity of the carrier who can no lonpr de
liver a mea.a.. or call identifyin, information to law enforceaeat
becauae the sUblCl"iber, the communication and the call identifYin.
iDlormation have left the carrie'-, semce areL In such a cue, the
camer that had. the uaiatanc:e res~DSibnityis not required to con
tiDue provictin, the ~mmeDtwith the communication content or
call iaelltif'yiD.j iDform.a'tiOD. but must iuure that the GoYernmeat
c:aa determine which carrier or semce p~der ~ l\J~ueatly

, picked up the communicatioDor call identifying lIUor;m&tlon anel
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begun serving the subscriber, subject to limitations on disclosing lo
cation information as delCribed in section 2602(a).

S«tion 2603. entitled "Notices or c~pacity. requirements," places
the burden on the Government to estimate Its capacity needs anel
to do so in a cost-conscious manner, wbile also providing carriers
with a "saf'e harbor" for capacity. Sub.ction (aJ requires the Attor
ney General. within 1 year of' enactment, to publish in the Federal
Register and provide U) appropriate industry associations and
standards bodies notices of' both the maximum capacity and the ini
tial capacity required to ac:eommodate all intercepts. pen ~listers.
and trap and trace devices the Government (including Federal,
State and local law enforcement) expectS to operate simultaneously.

The maximum capacity relates to the greatest number of' inter
cepts a particular switch or system must be capable of implement
ing simultaneously. The initial capacity relates to the number of
intercepts the govemment will need to operate upon the date that
is 4 yean after enactment;

The Attomey General is directed to develop the notices after con
sultation with local anei State law enforeement authorities and the
carriers, equipment manufacturers and providers of telecommuni
cations support semces. The Attomey General is given ftuibility
in determining the form of the notice. For esample. the notice may
be in th. form of a specific number for a particular 18OIT8phic
area, or a pnerally applicable fonnula based on the number of' sub
scribers .."eel by a carrier.

5Mba«tion fb) provides that telecommunications carriers must
ensure that, withiJ1 3 years after publication of' the notices, or with
in 4 years after enactment, whichever is lonpr, they have the max
imum capacity anei the initial ca~city to esecute all electronic sur
veillance orders. If the Attomey General publishes the first capac
ity notices before the statutory time of' one year has e1a1'secl. com
pliance by camers must be achieved at the same time as the etTec
tive date in section 2 of' this bill. In the event the Attorney G.neral
publishes the notices aft,r the statutory time limit, carriers will
have 3 years thereafter to comply, which time period. will fall after
the effective clate in MCtion 2 of' this bill

Sub.ction (cj requires the Attorney General periodically to give
telecommUDicationa carriers notice of any necessary increases in
maximum ca~ty. Carriers will have at least 3 yeus, and up to
aDy amount of' time beyond 3 years arreed to by the Attorney Gen
eral, to comply with the increased maximum capacity require
meata.

S«tiDn 2604 protects systems security and integrity by requiring
that any electronic surveillance effecteei within a carrier's switching
premises be activated only with intervention by an employee of ~e
carrier. The switching~premises include central offices and mobile
te~hone switching offices <MTSO·s).

This makes clear that government &pneies do not have the au
thority to activate remotely interceptions within the premiMS of a
telecommunications carrier. Nor may law eDforceUlent ~nter OD~ a
telecommunications carriers premises to effect aD ~t~OD.
without the carrier's prier kDowlec1p and consent when esecu.~1
a wiretap. under es:lIent or emeraeney circums~ces.under~n
2602(c). All executions of court· orden or authonzatiou requmng
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access to the switching facilities will be made through individual
authorized and designated by the telecommunications carner. Act
vation of interception orders or authorizations originating in ioc,
loop wiring or cabling can be effected by government personnel c
by .individuals designated by the telecommunications carrier. de
pending upon the amount of assistance the government requires.

Section 2605 requires a telecommunications carrier to consu.
with its own equipmez:tt manufacturers. and support service provic
ers to ensure that equl'pment or services comply WIth the capabilit
requirements. Manufacturers and support services providers aJ
required to make available to their telecommunications carrier eu:
tomers the necessary features or modifications on a reasonabJ
timely buis and at a reasonable charp. Subsection 2605t b I clearJ
means that when a manufacturer makes available features (
modifications to permit its customer to comply with. the requir'
ments of the bill. the manufacturer is to be paid by the carrier i
accordance with normal and accepted business practices.
. These responsibilities of the manufacturers and support servicl
providers make clear that they have a critical role in ensuring til:
lawful interceptions are not thwarted. Without their assistanc
telecommunications carriers likely could not comply with the cap
bility requirements.

Sfttion 2806 establishes a mechanism for implementation of t~
capability requirements that defers. in the first instance. to indt
trY standards orpnizationa. Subs«tion (aJ directs the Attorn
General and other law· enforcement apneies to consult with asl
clations and standard-setting bodies of the telecommunications .
duatry. Carriers. manufacturers and support semce providers 'A

have a "safe harbor" and be considered in compliance witb the I

. pability requirements if they comply with publicly available tet
nical requirements or standards designed in good faith to imp
ment the usistance requirements.

This section provides carriers the certainty of "safe harbo!
found in standards to be issued under a process set up in the b
The use of staDcianls to implement lqislative requirements is.
COUI'H. aPfropriate so long as Congress delineates the policy tl
the ~clelill's must meet. SlIinMr v. Mid·Am.rica Pipeline (
490 U.S. 212. 220 (1989) ("It is constitutionally sufficient if C
~ clearly delineates the general policy.").

This bill. in fact. provides throulb the four factors in s~
2802 much greater s,.e:iticity than found in muy_ delqatl
upheld by the courts. See. e.g., Yaius v. U.S.• 321 U.S. 414~
(1144) (UPft.Oldinl del"ation of authority to fa prices that "wdl
..erally fair and ~uitable and will effectuate the purpoeu" of
statute); FPC v. Hope Naturtl.l Gas Co., 320 U.S. 511. 800 (U
<delepuoll to determine "just and reuo~able"ra_ u~hel~)'

The authority to isaue standards to unplement ItlU1at1on d
pted. here to private ~ill is well within what bai been upl
in DumerGUa piecH_au. In St. Low.., Iron Mt. Ie SoutJNm Ry.
v. ..Taylor, 210 U.s. 281 (1908), the SUCre Court u,aut the C
P~D or autbority to t.he Amerieu . way AI8ociaUoa to ..
liIb the stanclard heipt of.draw bars for freiaht can. ~n NoIMt
II'Itl.utrN. v. Secret.", ofLD.bor, 614 F.2cl 199 (9th Clr. 1910>.
DiD.th circuit sustained Conrresa'. del.ption to. pmatAt Orpl


